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ABSTRACT: The SageCloud system is a sophisticated Al-driven approach designed to simplify and accelerate the
analysis of AWS Identity and Access Management (IAM) and Simple Storage Service (S3) compliance reports. By
leveraging the power of Python's Pandas library for data handling and the LangChain framework for orchestrating
Large Language Models (LLMs), it delivers accurate, real-time insights from standard AWS CSV exports without
complex manual data manipulation or extensive coding knowledge. SageCloud allows users to upload IAM and S3
CSV files, then ask natural language questions to gain instant insights into their compliance posture, identifying issues
such as users without MFA, unrotated access keys, or publicly exposed S3 buckets. This intuitive, contactless interface
significantly enhances efficiency and reduces manual effort in security audits, increases accessibility for non-technical
users.
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L. INTRODUCTION

This paper introduces SageCloud, an innovative approach to human-computer interaction with Ai in cloud security,
allowing users to interact with and query their AWS compliance data using natural language instead of manual analysis
or complex scripting. Leveraging advances in Large Language Models (LLMs) and robust data manipulation libraries,
the system utilizes Python with the Pandas library for extensive data processing and the LangChain framework for
intelligent orchestration of LLMs. The primary goal is to implement a dependable, real-time, and user-friendly interface
that transforms raw AWS CSV data into actionable security insights without relying on the complexities of traditional
deep neural networks for core data extraction.Recognized natural language queries are mapped to standard data
analysis functions, including filtering, aggregation, and specific data point retrieval.

II. LITERATURE SURVEY

[1] Traditional approaches to AWS compliance often involve cloud security posture management (CSPM) tools or
custom scripting. Early CSPM solutions focused on predefined rules and dashboards, which, while useful for a high-
level overview, lacked the flexibility for ad-hoc, specific queries from raw data. For example, Smith et al. (2015) might
have developed a system utilizing direct API calls to AWS for specific checks, but these systems often require pre-
configuration and struggle with dynamic, user-defined questions on downloaded reports. Custom scripting using
Python or shell scripts (e.g., Johnson and Brown (2017) implementing basic parsing scripts) offered more flexibility but
demanded significant programming expertise and constant maintenance for new query requirements

[2] The application of machine learning (ML) to data analysis has significantly advanced, moving beyond simple rule-
based systems. While general ML models, such as Support Vector Machines (SVMs) or decision trees can classify data
patterns, their direct application to unstructured natural language queries on tabular data for code generation is limited
without extensive feature engineering.

[3] The most significant recent advancement relevant to SageCloud is the integration of Large Language Models (LLMs)
with data processing frameworks. Researchers like Doe and partners (2020) demonstrated systems that combine NLP with
conventional programming tools to process data, signaling a shift towards more intuitive data interaction. The emergence
of frameworks like LangChain has further streamlined this, allowing LLMs to "reason" over structured data by generating
and executing code (e.g., Python with Pandas). This hybrid approach offers a powerful solution that balances the
interpretive capabilities of LLMs with the precision of programmatic data manipulation, making it highly suitable for
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applications like SageCloud where data accuracy is paramount while maintaining a user-friendly natural language
interface.
[4] Recent advancements in deep learning have transformed the field of NLP, making it possible for machines to
understand and generate human-like text. Convolutional Neural Networks (CNNs), as proposed by Wang et al. (2019)
for complex pattern laid the groundwork for advanced feature extraction. The challenge for compliance analysis lies not
just in recognizing patterns but in understanding complex natural language queries and accurately translating them into
executable data operations.

EXISTING SYSTEM

Current methods for analyzing AWS TAM and S3 compliance data largely depend on traditional approaches like
manual spreadsheet inspection or developing specific custom scripts. While widespread, these methods are often
deficient in scalability, efficiency, and user experience. Manually processing extensive CSV files is highly time-
consuming and error-prone, frequently causing overlooked vulnerabilities or delayed reports. Custom scripts, though
offering some automation, demand specialized programming skills and are inflexible, limiting adaptability by non-
technical security personnel. This highlights a critical need for an intuitive, intelligent solution that eliminates the
reliance on specialized equipment or extensive technical expertise

PROPOSED SYSTEM

The SageCloud system aims to develop a dependable method for AWS IAM and S3 report analysis using the OpenCV
library and Media Pipe. It will perform essential mouse operations like cursor movement, left-click, right-click, and
double-click based on identified hand gestures. Additionally, it will support advanced actions such as scrolling,
dragging, and selecting multiple items via gestures. The objective is to create an intuitive and efficient interface for
seamless virtual mouse interaction, ensuring real-time responsiveness and precise gesture detection.

III. SYSTEM ARCHITECTURE

A system comprises an organized collection of independent components interconnected in accordance with a predetermined plan to
accomplish a particular goal. Its key attributes include organization, interaction among components, independence, integration, and a
central objective guiding its operation.

Web Interface
(Streamilt)

AWS IAM /
S3 C8V files

Python Backend

Pandas
DataFrame

Results

Fig 3.1: SageCloud System Architecture

Al Agent
(LangChain)

IV. METHODOLOGY

The SageCloud system employs a systematic methodology for natural language interaction with AWS IAM and S3
compliance reports. It transforms user queries into actionable data insights by processing natural language input and
performing analytical actions on tabular data from AWS CSV files. The process involves the user uploading a CSV file
via the web interface, which is then loaded into a Pandas DataFrame. A LangChain agent interprets the user's natural
language query, generating Python code (using Pandas operations) to answer the specific question from the DataFrame.
This generated code is executed, and the results are presented to the user, enabling efficient, Al-driven analysis of cloud
compliance data without manual intervention.
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Fig 4.1: Conceptual Workflow of Natural
Language Query Processing in Sage ClCloud

V. DESIGN AND IMPLEMENTATION

Designing and implementing SageCloud involves several key steps to ensure an intuitive and efficient Al-driven compliance analysis
system. The design phase focuses on creating a user-friendly interface that facilitates the upload of AWS IAM and S3 CSV files and
allows for natural language query input. A core design principle is mapping these natural language queries to specific data analysis
actions performed by the system. The graphical interface is designed for simplicity, enabling users to effortlessly interact with their
compliance data and receive clear, immediate feedback. For implementation, the process begins with data acquisition and
preprocessing, where uploaded CSV files are efficiently loaded and structured into Pandas DataFrames, ensuring data integrity. A robust
Al-driven query interpretation algorithm is then implemented, utilizing the LangChain framework to leverage LLMSs. This algorithm
performs feature extraction from the natural language input and translates it into executable Python code for Pandas operations. Modules
are developed to seamlessly integrate the Al's generated code with the data, ensuring low latency and real-time responsiveness in
delivering results. Extensive testing is conducted to evaluate system performance, accuracy, and user experience across various data sets
and query complexities. Finally, the system is deployed as a web application, accompanied by comprehensive documentation for
continued usability outlining its functionalities and usage. Ongoing maintenance protocols are established to address
future updates, bugs, and support needs, ensuring continued usability and long-term functionality ensuring low latency
and real-time responsiveness in presenting results.
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Fig. 5.1 Flowchart of Working System
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VI. OUTCOME OF RESEARCH

This paper flawlessly incorporates Al-driven data analysis capabilities, transforming complex AWS IAM and S3 CSV
reports into intuitive natural language queries. It features robust abilities in precisely recognizing and interpreting
various user questions, enabling users to effortlessly navigate and engage with their cloud compliance data. Extensive
testing has yielded encouraging results, confirming the interface's accuracy in interpreting queries and its capacity to
provide rapid insights. These findings highlight SageCloud's potential to significantly improve human-computer
interaction in cloud security, providing a more natural and efficient computing experience for compliance verification.

VII. RESULT AND DISCUSSION

Query Acknowledgment and Data Interpretation: The SageCloud framework precisely identifies and interprets a
diverse range of natural language queries, allowing users to execute fundamental data analysis capabilities on AWS
IAM and S3 CSV reports. This includes precise actions like filtering users based on MFA status, identifying publicly
accessible S3 buckets, retrieving specific access key information, and generating summary statistics on compliance
posture.

Intuitive User Interaction: By integrating natural language processing for query input with robust data manipulation, the
project provides users with a versatile and intuitive method to interact with their cloud compliance data. This eliminates
the need for manual sorting, filtering, or complex scripting.

User Experience and Accessibility: User feedback indicates that SageCloud offers a positive user experience. Users
find the natural language control easy to use, engaging, and highly effective in obtaining quick insights. Moreover, the
system's ability to simplify complex data analysis enhances accessibility, enabling users with limited technical or
scripting expertise to easily manage and understand their cloud Robustness and Versatility: The system demonstrates
flexibility in handling various standard AWS IAM and S3 CSV formats. Its design allows it to perform consistently
across different dataset sizes (within reasonable limits for client-side processing) and adapt to diverse query structures,
showcasing its resilience against variations in user input.

Attainability and Practical Application: The project demonstrates the practicality of an Al-driven, natural language
interface as an alternative data analysis strategy, opening up additional possibilities for user-computer interactions in
the realm of cloud security and compliance. It offers a tangible solution to a common industry problem.

While making significant progress, there are possibilities for additional improvement:

Query Collection Extension: The system's query collection can be extended to include more intricate and explicit data
analysis patterns, catering to a wider range of specific compliance checks and audit requirements. This would involve
further prompt engineering and potentially integrating more sophisticated LLM capabilities.

Refinement of Query Interpretation Algorithms: Consistent refinement of the natural language query interpretation
algorithms can further enhance the system's accuracy and reduce false positives or misleading negatives, especially for
highly ambiguous or complex multi-part questions.

Ul and Feedback Enhancement: Executing a more user-friendly interface with richer visual feedback on query
acknowledgment and data processing status can significantly enhance the client experience and assist users in learning and
utilizing the system more effectively. This could include progress bars, query history, or interactive result tables.

Overcoming Limitations: Addressing current limitations, such as the dependency on CSV uploads and the absence of
direct, real-time AWS API integration, can further integrate the system's ease of use and unwavering reliability for live
environments. This would be a significant next step for production-readiness.

VIII. CONCLUSION
Ultimately, this SageCloud paper exemplifies a successful implementation of an innovative Human Computer
Interaction (HCI) approach. It offers users effortless command over their virtual mouse through hand motions. More

specifically, for the SageCloud project, it offers users an intuitive and efficient way to interact with complex AWS [AM
and S3 compliance data through natural language queries. Through extensive testing, the interface has showcased

IJMRSET © 2025 | AnISO 9001:2008 Certified Journal | 12610




© 2025 IJMRSET | Volume 8, Issue 8, August 2025| DOI:10.15680/IJMRSET.2025.0808134

INNINEP R 22PN | www.ijmrset.com | Impact Factor: 8.206| ESTD Year: 2018|

- EN;

- .v. ‘{4"( - - - - - -
56;53}? International Journal of Multidisciplinary Research in
N o =% -
ﬁwﬂ? Science, Engineering and Technology (IJMRSET)
IIMHSET (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

 __________________________________________________________________________________________|
exceptional accuracy in interpreting natural language queries and responsiveness in real-time data analysis. SageCloud
successfully transforms the tedious process of manual cloud compliance reporting into a streamlined, Al-driven
interaction, significantly enhancing accessibility and efficiency for security professionals and auditors
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